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FOREWORD

Addressed primarily to policynakers, this report has been developethe course of 200hy the
OECD Woking Party on Information Security and Privacy (WPISP) in partnership with the Asia Pacific
Economic Ceoperation Telecommunication and Information Working Group (APEC TEL) Security and
Prosperity Steering Group (SPSG).

The report was declassified by tBemmittee for Information, Computer and Communications Policy
(ICCP)on 6 March 2008. The report is published under the responsibility of the Sec3etzayal of the
OECD.

In drafting the report, Audrey Plonk and Anne Carblanc from the OECD Secretar@tbbawn
assisted by a group of experts whose input has been highly valtialgegroup includedr. Graham
Ingram and Ms. Kathryn Kerr (AusCERT); Mr. Colin Whittaker (APACS, UK Trade Association
Mr. Gilles AndréandMr. Fabian PougglCERTA France)Mr. Kevin HouleandMr. Jeffrey J. Carpenter
(CERT/CQ; Mr. Erka KoivunenandMr. Kauto Huopio(CERT-FI Finland), Dr. PeiWen Liu (Chinese
Taipe); Mr. HyunCheol Jeongand Mr. Jinhyun Cho(KrCERT/CC Korea) Mr. David Pollington
Mr. JearChristophe Le Toquinral Mr. Uwe Manuel RasmussgMicrosoft); Mr. Christophe Birkeland
(NORCERT Norway), Mr. Bill Woodcock (Packet Clearing Houyeand Mr. Jeremy Ward Symantec
Corporatio. The Secretariat also benefited from the contribution of OECD and APEC delegates,
including Mr. Keith Besgrove anils. Sabeena Ober@hAustralid); Mr. Shamsul Jafni ShafiMalaysia);
Mr. JearJacques Sahaind Mr. Geoff Smith (United Kingdom); amds. Jordana Siegel amdr. Joshua
Goldfarb (United States The Dutch government made a spéciontribution to enable work on the
economics of malware, which is gratefully acknowledged.

A broader volunteer group of OECD and APEC delegates faostiralia Canada China, China
CERT, Chinese TaipeFinland France JapanJP CERT/CCMalaysig Norway, United Kingdom United
States and theBusinessandIndustry Advisory Committee to the OECD (BIAGEviewed the report at
different stages.
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MAIN POINTS

A strategy for a global partnership against malware is needed to avoid itibgeoserious thredo
the Internet economgnd to national security in the coming yeaf®day, communities involved in
fighting malwareoffer essentialla fragmented local response to a global threat.

Maliciouss of t war e, ¢ ommo n | vyis séftwarennsert@sso ari ini@nhatioa system,
to cause harm to that system or other systems, or to subvert them for uses other than those intended by their
owners.Over the lasRO0years malwarehas ev ol ved é&xplotstoa glaba sultimihican | i

dollar crimind industry.

Malware affects all actors. It is increasingly a shared concerngéorernments, businesses and
individualsin OECD countries and APEC economids. governments relgver moreon the Interneto
provide services for citizengheyface complexchallenges in securing information systems and networks
from attack or penetration by malicious actaBavernments are also being called on by the public to
intervene and proteatonsumerdsrom online threatsuch as ID theft The past five years havedeed
brought asurge in the use of malware to attack information systems for the purpose of gathering
information, stealing money and identities or even denying users access to essential electronic resources.
Significantly, the capability also exists tsaumalware talisrupt the functioning of large information
systems surreptitiously modify the integrity of data and to attack the information systems that monitor
and/or operate major systems of the critical infrastructure.

This report developed in calboration with expertsaims to inform policymakers about malware
impacts, growth and evolution, and countermeasures to combat mawseekdtto analyse some of the
main issues associated with malware &méxplore how the international community chetterwork
together to address the probldtighlightsinclude thefollowing:

1 Spam has evolved from a nuisance to a vehicle for fraud to a vector for distributing malware.
Malware, in the form of botnets, has become a critical part of a self sustayiieg &ttack
system The use of malwardias becone more sophisticated and targeted. Many attacks are
smaller and attempt to stay fAbelow the radar ¢

1 The effectiveness ofcurrent security technologies arather protections in detecing and
containing malware is challenged by theshrinking of the time between the discovery of
vulnerabilities in software products and their expldn

1 The behaviour of market playecsnfronted with malwaréwvhetherinternet serice providerse-
commerce companies, registrars, software vendorgnd users) is influenced by mixed
incentives, some working to enhance and some to reduce sethatg are many instances in
which the costs of malware are extesgi by players at enstag of the value chain onto other
players in the value chain

1 A wide range of communities and actdrérom policy makers to Internet service provideos
end user$ has a role to play in combating malwareThere is still limited knowledge,
understading, organisation and delineation of rolesd responsibilities this broadcommunity
of actors.
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9 Current response and mitigation are mainly reactifdere is a need famore structured and
strategic ceordination at national and international lewslth involvement of allactorsto more
adequately assess and mitigate the risk of malware.

1 No single entity has global understandingf the scope, trends, development and consequences
of malwareand thus lie overall malware problens difficult to quantfy. Data on malware are
not consistent and terminology for cataloguing and measuring the occurrence of nwmlnare
harmonigd.

1 Although its economic and social impacts may be hard to quantify, matesek directly or
indirectly can harm critical infonation infrastructures, result in financial losses, andsaple
in the erosion of trust and confidence in the Internet economy

Addressing limitations of ongoing action against malware fartther exploringhow to strengthen
incentivesfor market plgersto fight this phenomenois importantfor policy makergo help all concerned
communities successfulywork together across border§his report outlines several areas in which
improvements can be made, includirggsing awareness, improved legal framorks, strengthened law
enforcement, improved response, measuring of malware, measures to address vulnerabilities in software,
technical measuregconomic incentivestesearch and development, standards, guidelines and good
practices.

In light of the red fora holistic and comprehensivapproach to malwaréo effectively reduce
malicious activity on the riternet this report suggests organisng a globalfii A AMalwarePartnership
involving governmentsthe private sectothe technical community amdvil societyto produe joinedup
policy guidance to fight malware on all froritem educational to technical to legal and economical.
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BACKGROUND

The Organisationfor Economic Co-operation aad Development (OECD) Working Party on
Information Security and Privag (WPISP) and the Asia Pacific Economi€o-operation
Telecommunication and Information Working Group (APEC TEL) Security and Prosperity Steering Group
(SPSG) have both experience andestipe in the development of policy guidance for the security of
information systems and networks.

In 2002, the OECD adopted tiguidelines for the Security of Information Systems and Networks
( A tSkeoarity Guidelings) whi ¢ h earframeivatkeopriacipleslatthe policy and operational
levels to foster consistent domestic approaches to addresfimghation security risks in a globally
interconnected society. More broadly, tBecurity Guidelineseflect a shared ambition to develop a
culture of security across society, so that security becomes an integral part of the daily routine of
individuals, businesses and governments in their use of InformatidiCommunication Technologies
(ICTs) and in conducting online activitiéie 2003 and 2003he OECD monitored efforts by governments
to implement national policy framework®nsistent with th&Security Guidelingsincluding measures to
combat cybercrime, develop Computer Security Incident Response Teams (CSIRT ajyaaenessnd
foster educatn as well as other topiésin 2006 and 2007, the OECD focused on the developofent
policies to protect critical information infrastructures

Likewise, in 2002, Asia Pacific EconomiCo-operation (APEC) issued the APEC Cybersecurity
Strategy outliningsix areas for coperation among member economies including legal developments,
information sharing and eoperation, security and technical guidelines, public awareness, and training and
education. To supplement the APEC Cybersecurity Strategy, in R8BFEC TELadopted the Strategy
to Ensure a Trusted, Secure, and Sustainable Online Environment to encourage APEC economies to take
actionfor the security of information systems and networks

Shared OECD and APEC objctives

In 2005 the APEC andOECD caorganised a workshop to share information on evolirifagmation
securityrisks and to exploreareas forfurther co-operationbetween the organisations better tackle the
international dimension of information security risks 2006, both organisatisragreed that the need to
encourage a safer and more secure online environment was more pressing than ever due to the continued
growth of economic and social activities conducted over the Internet and the increased severity and
sophistication of online miglous activity. Subsequentlythey decidedto organise a workshdpand

The United Nations, the Council of the European Untbie, Asia Pacific Economic Coperation APEC)
andthe AsiaEurope MeetingASEM) all recognisedndused thesuidelinesn their work.

2 SeeDSTI/ICCP/REG(2005)1/FINAL
3 See DSTI/ICCP.REG(2006)15/FINAL and DSTI/ICCP/REG(2007)16/FINAL.

Information on the joint APE®OECD Malware  Workshop is available :at
http://www.oecd.org/document/34/0,3343.en_2649 34255 38293474 1 1 1 1,00.html
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develop an analytical report examine the issues of maliciossftvare c ommonly known as
with a view to:

1 Informing nationalpolicy makers on the impacts of malware.
1 Catabguingtrendsin malware growth and evolution.

1 Examining the economics of malware and the business models behindousalictivity
involving malware.

1 Evaluating existing technical and ntechnical countermeasures to combat malware and identify
gaps; and,

1 Outlining key areas for action and future work

Prepared by the OECD Secretariat in close collaboration with volunteer government experts from
OECD and APEC as well as the private sector, riyirt does notiscuss every aspect of malware, all
types ofmalware, or all propagation vectofRather it focuseeson issues of significant concern and areas
which may pose problems the future Similarly, thereportdoes not examine all possible strategies
associated with preventing, detecting and respondingndiware but rather focuses etements of
relevance to OECD member countries, APEC economies, and other goverang:otgianisationsore
broadly.Finally, the reportefers toforms of cybercrime, such as spamdphishing that maynot directly
involve the use of malware but nevertheless demonstrate how malware can also bediuseitly to
facilitate cybercrime.

Phishing refers to a social engineering attack, where an attawkeipulatesa user to disclastheir online

account access credentials or other peed hformation (typically) to a wekite in the control of an
attacker.According to this definition phishing may ndirectly involve malware. However, when therm

is used tofor examplealso refetto certain types afojan attacksmalware is imficated.
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MALWARE IN BRIEF

What is malware?

Malware is a general term forpgece ofsoftwareinserted into an information system to cause harm to that
system or other systems, or to subvert them for use other than that intended by thelir owners.

Malware cargain remote access to an information systeosord and send data frahatsystem to a third
party without t he usencdalghatphe infonmasios systam has rbeerk aoroproinised g e
disabksecurity measuredamag theinformation systenor otherwise affect the data and system integrity.

Different types ofmalwareare commonly described asuses worms,trojan horses, backdoors, keystroke
loggers, rootkitsor spyware These termsorrespond to the functionality aie haviour of the malware.§.a
virus is selfpropagatinga worm is seff replicatig Expertsusually groupmalare intawo categories: family
and variant. AFamilyo r efwaesvat oahthe debéeisactooa
the original malicious code, or family, with minor charies

Box 1.Malware: A brief history

Viruses and womms date back to the eardy days of computers when most viruses were created for fun and worms were created

to perform maintenance on computer systems.9 Malicious viruses did not surface until the 1980s when the first personal

computer (PC) virus, Brain (1986), appeared and propagloated wh e

Two years later, in 1988, the Morris worm received significant media attention and affected over 6 000 computers. Although

other types of mali ci ous ssthe latdseape o thedae 80s and eady 90s predontinantlynodngisted| 0 6
s

of viruses. Untl about 1999, most people related viruses to the example of a teenager hacking intoth e Pent agon § Syste
seen in the 1983 movie Wargames.

In the mid to late 1990s, the landscape began to change with the growth of the Internet and personal computer use, the rise of

networking, and the adoption of electronic mail systems. The so-called ibi g i mpact worms o begar to r e
ways. The increased use of e-mail brought high-profie mass-mai | er worms such as Melissa|l (1999)

Koumikova (2001), SoBig (2003) and Mydoom (2004) that made the headlines and entered the public consciousness ™ These
types of worms doubled their number of vicims every one-to-two hours, rapidly reaching peak activity within 12-to-18 hours of
being released. This marked the parallel rise in organised, sometimes co-ordinated attacks. The explosive growth of online
financial transactions resulted in increased security incidents and in the appearance of new types of malicious software and
attacks. Today, mass woms and virus outbreaks are becoming ever scarcer while stealthy malware such as trojans and
backdoors are on the rise. Many attacks are smaller to.stay nl
The goals of the atiackers tend to be focused on financial gain. These new trends help explain why malware is now a global
multi-million dollar criminal industry.

Overall characteristics of malware

Although not the only means by which information systems can be compromised, malware provides
attackers convenience, ease of use, and automation necessary to @itaitict on a previously
inconceivable scale.

The 1992 OECDBGuidelines for the Security of Information Systems and Netwdwfised an information
system as computers, communication facilities, computer and communication networks and data and
information that may be stored, processeefrieved or transmitted by them, including programs,
specification and procedures for their operation, use and maintenance.

See Annex E Glossary of Terms

ForexampleW3 2. Sober @mm (also known as Sober) wamlg the pr
Sober.X is a variant of SobdBee Symantec 2006 p.67)

o NIST p. 2-10.
10 SOPHOS(2006a)p. 1.
1 Tippett (2006), andBBC News onling2004.

1C
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Malware is multfunctional and modulathere are many kinds of malware that can be used together or
separately to achieee ma |l i ¢ i o u dlewdeaturesrarid sddigonaddapabilities are easily added to
malware to alter and @i mpT Mawar can insert itbeti imto & $ystema | i t y
compromise the system, and then download additional maksmarethe Internethat provides increased
functionality. Malware can be used to controlemiire host or network, it can bypass security measures
such as firewalls and aftirus software, and it can use encryption to avoid detection or conceal its means
of operation.

Malware isavailableand useifriendly. malware is available onlinat a mminal cost thusnaking it
possible foralmostanyone to acquit€There isevenarobustunderground market for its sale and purchase.
Furthemore malwareis userfriendly and providesattackerswith a capability to launcisophisticated
attacks beyond tlireskill level.

Malware is persistenand efficient malware is increasingly difficult to detect and remove and is
effective at defeating builh information security countaneasures. Some forms of malware can defeat
strong forms ofmulti-factor autherntation andothershave been able to undermine the effectiveness of
digital certificates:’

Malware can affecta range of devicbscause malware is nothing more thana piece ofsoftware, it
can affect a range of devices, from personal devices suchsmhakctomputers (PLor Personal Digital
Assistants (PDAs) to servétsacross different types of networks. All these devices, including the routers
that allow traffic to move across the Internet to other end points, are potentially vulnerable to malware
attacks.

Malware is part of a broader cyber attack systemalware is being used both as a primary form of
cyber attack and to support other forms of malicious activity and cybercrime such as spam and phishing.
Conversely, spam and phishing can be usdartoer distributemalware.

Malware is profitable malware is no longer just a fun game for script kidtfies a field of study for
researchers. Today,is a serious business and source of revenue for malicious actors and criminals all
over the world. Mlware, together with other cyber tools and techniques, provides a low cost, reusable
method of conducting highly lucrative forms of cybercrime.

How does malware work?

Malware is able to compromise information systems due to a combination of factoirsc tindé
insecure operating system designd relatedsoftware vulnerabilties Malware works by running or
installing itself on an information systenmmanually or automatically! Software may contain

12 Danchey Dancho(2006) p3.

13 Host refers to a computer at a specific location on a network.

14 See AnnexB for a discussion of digital certificates

15 Servers are generally more powerful computers which provide services to (and accept connections from)

many clientshoweverhome PCs and corporate workstations can also act as servers, particulargheshen
become compromised. Common types of servers include wahjland database servers.

16 Script Kiddie refers to an inexperienced malicieactorwho uses programs developed by others to attack

computer systemsanddefacewebsites. It is generalgssumed that script kiddies are kids who lack the
ability to write sophisticated hacking programs on their own and that their objective is to try to impress
their friends or gain credit in underground cracker communities

o Malware may also exploit vulmabilities in hardware, however, this is rare compared to the number of

softwarevulnerabilities which are available at any given time to exploit.

11






