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FOREWORD 

Addressed primarily to policy makers, this report has been developed in the course of 2007, by the 
OECD Working Party on Information Security and Privacy (WPISP) in partnership with the Asia Pacific 
Economic Co-operation Telecommunication and Information Working Group (APEC TEL) Security and 
Prosperity Steering Group (SPSG). 

The report was declassified by the Committee for Information, Computer and Communications Policy 
(ICCP) on 6 March 2008. The report is published under the responsibility of the Secretary-General of the 
OECD. 

In drafting the report, Audrey Plonk and Anne Carblanc from the OECD Secretariat have been 
assisted by a group of experts whose input has been highly valuable. This group included Mr. Graham 
Ingram and Ms. Kathryn Kerr (AusCERT); Mr. Colin Whittaker (APACS, UK Trade Association); 
Mr. Gilles André and Mr. Fabian Pouget (CERTA France); Mr. Kevin Houle and Mr. Jeffrey J. Carpenter 
(CERT/CC); Mr. Erka Koivunen and Mr. Kauto Huopio (CERT-FI Finland); Dr. Pei-Wen Liu (Chinese 
Taipei); Mr. HyunCheol Jeong and Mr. Jinhyun Cho (KrCERT/CC Korea); Mr. David Pollington, 
Mr. Jean-Christophe Le Toquin and Mr. Uwe Manuel Rasmussen (Microsoft); Mr. Christophe Birkeland 
(NORCERT Norway); Mr. Bill Woodcock (Packet Clearing House); and Mr. Jeremy Ward (Symantec 
Corporation). The Secretariat also benefited from the contribution of OECD and APEC delegates, 
including Mr. Keith Besgrove and Ms. Sabeena Oberoi (Australia); Mr. Shamsul Jafni Shafie (Malaysia); 
Mr. Jean-Jacques Sahel and Mr. Geoff Smith (United Kingdom); and Ms. Jordana Siegel and Mr. Joshua 
Goldfarb (United States). The Dutch government made a special contribution to enable work on the 
economics of malware, which is gratefully acknowledged.  

A broader volunteer group of OECD and APEC delegates from Australia, Canada, China, China 
CERT, Chinese Taipei, Finland, France, Japan, JPCERT/CC, Malaysia, Norway, United Kingdom, United 
States, and the Business and Industry Advisory Committee to the OECD (BIAC), reviewed the report at 
different stages.  
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MAIN POINTS   

A strategy for a global partnership against malware is needed to avoid it becoming a serious threat to 
the Internet economy and to national security in the coming years. Today, communities involved in 
fighting malware offer essentially a fragmented local response to a global threat. 

Malicious software, commonly known as ñmalwareò, is software inserted into an information system 
to cause harm to that system or other systems, or to subvert them for uses other than those intended by their 
owners. Over the last 20 years, malware has evolved from occasional ñexploitsò to a global multi-million 
dollar criminal industry.  

Malware affects all actors. It is increasingly a shared concern for governments, businesses and 
individuals in OECD countries and APEC economies. As governments rely ever more on the Internet to 
provide services for citizens, they face complex challenges in securing information systems and networks 
from attack or penetration by malicious actors. Governments are also being called on by the public to 
intervene and protect consumers from online threats such as ID theft.  The past five years have indeed 
brought a surge in the use of malware to attack information systems for the purpose of gathering 
information, stealing money and identities or even denying users access to essential electronic resources. 
Significantly, the capability also exists to use malware to disrupt the functioning of large information 
systems, surreptitiously modify the integrity of data and to attack the information systems that monitor 
and/or operate major systems of the critical infrastructure.  

This report, developed in collaboration with experts, aims to inform policy makers about malware 
impacts, growth and evolution, and countermeasures to combat malware. It seeks to analyse some of the 
main issues associated with malware and to explore how the international community can better work 
together to address the problem. Highlights include the following:  

¶ Spam has evolved from a nuisance to a vehicle for fraud to a vector for distributing malware. 
Malware, in the form of botnets, has become a critical part of a self sustaining cyber attack 
system. The use of malware has become more sophisticated and targeted. Many attacks are 
smaller and attempt to stay ñbelow the radarò of the security and law enforcement communities. 

¶ The effectiveness of current security technologies and other protections in detecting and 
containing malware is challenged by the shrinking of the time between the discovery of 
vulnerabilities in software products and their exploitation.  

¶ The behaviour of market players confronted with malware (whether Internet service providers, e-
commerce companies, registrars, software vendors or end users) is influenced by mixed 
incentives, some working to enhance and some to reduce security. There are many instances in 
which the costs of malware are externalised by players at one stage of the value chain onto other 
players in the value chain. 

¶ A wide range of communities and actors ï from policy makers to Internet service providers to 
end users ï h as a role to play in combating malware. There is still limited knowledge, 
understanding, organisation and delineation of roles and responsibilities in this broad community 
of actors.  
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¶ Current response and mitigation are mainly reactive.  There is a need for more structured and 
strategic co-ordination at national and international levels with involvement of all actors to more 
adequately assess and mitigate the risk of malware. 

¶ No single entity has a global understanding of the scope, trends, development and consequences 
of malware and thus the overall malware problem is difficult to quantify. Data on malware are 
not consistent and terminology for cataloguing and measuring the occurrence of malware is not 
harmonised.  

¶ Although its economic and social impacts may be hard to quantify, malware used directly or 
indirectly can harm critical information infrastructures, result in financial losses, and plays a role 
in the erosion of trust and confidence in the Internet economy.  

Addressing limitations of ongoing action against malware and further exploring how to strengthen 
incentives for market players to fight this phenomenon is important for policy makers to help all concerned 
communities successfully work together across borders. This report outlines several areas in which 
improvements can be made, including raising awareness, improved legal frameworks, strengthened law 
enforcement, improved response, measuring of  malware, measures to address vulnerabilities in software, 
technical measures, economic incentives, research and development, standards, guidelines and good 
practices.  

In light of the need for a holistic and comprehensive approach to malware to effectively reduce 
malicious activity on the Internet, this report suggests to organising a global ñAnti-Malware Partnershipò 
involving governments, the private sector, the technical community and civil society to produce joined-up 
policy guidance to fight malware on all fronts from educational to technical to legal and economical. 
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BACKGROUND 

The Organisation for Economic Co-operation and Development (OECD) Working Party on 
Information Security and Privacy (WPISP) and the Asia Pacific Economic Co-operation 
Telecommunication and Information Working Group (APEC TEL) Security and Prosperity Steering Group 
(SPSG) have both experience and expertise in the development of policy guidance for the security of 
information systems and networks.  

In 2002, the OECD adopted the Guidelines for the Security of Information Systems and Networks 
(ñthe Security Guidelinesò) which provide a clear framework of principles at the policy and operational 
levels to foster consistent domestic approaches to addressing information security risks in a globally 
interconnected society. More broadly, the Security Guidelines reflect a shared ambition to develop a 
culture of security across society, so that security becomes an integral part of the daily routine of 
individuals, businesses and governments in their use of Information and Communication Technologies 
(ICTs) and in conducting online activities.

1
In 2003 and 2005, the OECD monitored efforts by governments 

to implement national policy frameworks consistent with the Security Guidelines, including measures to 
combat cybercrime, develop Computer Security Incident Response Teams (CSIRTs), raise awareness, and 
foster education as well as other topics.

2
 In 2006 and 2007, the OECD focused on the development of 

policies to protect critical information infrastructures.
3
  

Likewise, in 2002, Asia Pacific Economic Co-operation (APEC) issued the APEC Cybersecurity 
Strategy outlining six areas for co-operation among member economies including legal developments, 
information sharing and co-operation, security and technical guidelines, public awareness, and training and 
education.  To supplement the APEC Cybersecurity Strategy, in 2005 the APEC TEL adopted the Strategy 
to Ensure a Trusted, Secure, and Sustainable Online Environment to encourage APEC economies to take 
action for the security of information systems and networks.  

Shared OECD and APEC objectives 

In 2005, the APEC and OECD co-organised a workshop to share information on evolving information 
security risks and to explore areas for further co-operation between the organisations to better tackle the 
international dimension of information security risks. In 2006, both organisations agreed that the need to 
encourage a safer and more secure online environment was more pressing than ever due to the continued 
growth of economic and social activities conducted over the Internet and the increased severity and 
sophistication of online malicious activity. Subsequently, they decided to organise a workshop

4
 and 

                                                 
1
  The United Nations, the Council of the European Union, the Asia Pacific Economic Co-operation (APEC) 

and the Asia-Europe Meeting (ASEM) all recognised and used the Guidelines in their work. 

2
  See DSTI/ICCP/REG(2005)1/FINAL. 

3
  See DSTI/ICCP.REG(2006)15/FINAL and DSTI/ICCP/REG(2007)16/FINAL. 

4
  Information on the joint APEC-OECD Malware Workshop is available at: 

http://www.oecd.org/document/34/0,3343,en_2649_34255_38293474_1_1_1_1,00.html  

http://www.oecd.org/document/34/0,3343,en_2649_34255_38293474_1_1_1_1,00.html
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develop an analytical report to examine the issues of malicious software, commonly known as ñmalwareò, 
with a view to: 

¶ Informing national policy makers on the impacts of malware. 

¶ Cataloguing trends in malware growth and evolution. 

¶ Examining the economics of malware and the business models behind malicious activity 
involving malware. 

¶ Evaluating existing technical and non-technical countermeasures to combat malware and identify 
gaps; and, 

¶ Outlining key areas for action and future work. 

Prepared by the OECD Secretariat in close collaboration with volunteer government experts from 
OECD and APEC as well as the private sector, this report does not discuss every aspect of malware, all 
types of malware, or all propagation vectors. Rather, it focuses on issues of significant concern and areas 
which may pose problems in the future.  Similarly, the report does not examine all possible strategies 
associated with preventing, detecting and responding to malware but rather focuses on elements of 
relevance to OECD member countries, APEC economies, and other governments and organisations more 
broadly. Finally, the report refers to forms of cybercrime, such as spam and phishing

5
 that may not directly 

involve the use of malware but nevertheless demonstrate how malware can also be used indirectly to 
facilitate cybercrime.  

                                                 
5
 Phishing refers to a social engineering attack, where an attacker manipulates a user to disclose their online 

account access credentials or other personal information (typically) to a website in the control of an 

attacker.  According to this definit ion phishing may not directly involve malware.  However, when the term 

is used to, for example, also refer to certain types of trojan attacks, malware is implicated.    
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MALWARE IN BRIEF  

What is malware? 

Malware is a general term for a piece of software inserted into an information system to cause harm to that 
system or other systems, or to subvert them for use other than that intended by their owners.

6
   

Malware can gain remote access to an information system, record and send data from that system to a third 
party without the userôs permission or knowledge, conceal that the information system has been compromised, 
disable security measures, damage the information system, or otherwise affect the data and system integrity. 

Different types of malware are commonly described as viruses, worms, trojan horses, backdoors, keystroke 
loggers, rootkits or spyware. These terms correspond to the functionality and behaviour of the malware (e.g. a 
virus is self propagating, a worm is self replicating).

7
 Experts usually group malware into two categories:  family 

and variant.  ñFamilyò refers to the distinct or original piece of malware; ñvariantò refers to a different version of 
the original malicious code, or family, with minor changes.

8
 

Box 1. Malware: A brief history 

Viruses and worms date back to the early days of computers when most viruses were created for fun and worms were created 
to perform maintenance on computer systems.

9
  Malicious viruses did not surface until the 1980s when the first personal 

computer (PC) virus, Brain (1986), appeared and propagated when the user ñbooted upò his/her computer from a floppy disc.
10

  
Two years later, in 1988, the Morris worm received significant media attention and affected over 6 000 computers. Although 
other types of malicious software appeared in the mid 80ôs, the landscape of the late 80s and early 90s predominantly consisted 
of viruses. Until about 1999, most people related viruses to the example of a teenager hacking into the Pentagonôs systems as 
seen in the 1983 movie Wargames.  

In the mid to late 1990s, the landscape began to change with the growth of the Internet and personal computer use, the rise of 
networking, and the adoption of electronic mail systems. The so-called ñbig impact wormsò began to reach the public in novel 
ways. The increased use of e-mail brought high-profile mass-mailer worms such as Melissa (1999), ñI Love Youò (2000), Anna 
Kournikova (2001), SoBig (2003) and Mydoom (2004) that made the headlines and entered the public consciousness.

11
 These 

types of worms doubled their number of victims every one-to-two hours, rapidly reaching peak activity within 12-to-18 hours of 
being released. This marked the parallel rise in organised, sometimes co-ordinated attacks. The explosive growth of online 
financial transactions resulted in increased security incidents and in the appearance of new types of malicious software and 
attacks. Today, mass worms and virus outbreaks are becoming ever scarcer while stealthy malware such as trojans and 
backdoors are on the rise. Many attacks are smaller to stay ñbelow the radarò of the security and law enforcement communities. 
The goals of the attackers tend to be focused on financial gain. These new trends help explain why malware is  now a global 
multi-million dollar criminal industry.   

Overall characteristics of malware 

Although not the only means by which information systems can be compromised, malware provides 
attackers convenience, ease of use, and automation necessary to conduct attacks on a previously 
inconceivable scale. 

                                                 
6
  The 1992 OECD Guidelines for the Security of Information Systems and Networks defined an information 

system as computers, communicat ion facilit ies, computer and communication networks and data and 

informat ion that may be stored, processed, retrieved or transmitted by them, including programs, 

specification and procedures for their operation, use and maintenance.  

7
  See Annex E ï Glossary of Terms. 

8
  For example, W32.Sober@mm (also known as Sober) was the primary source code of the ñSoberò family.  

Sober.X is a variant of Sober. (See Symantec 2006 p.67). 

9
  NIST p. 2-10 . 

10
  SOPHOS (2006a) p.1. 

11
  Tippett (2006), and  BBC News online (2004). 
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Malware is multi-functional and modular: there are many kinds of malware that can be used together or 
separately to achieve a malicious actorôs goal. New features and additional capabilities are easily added to 
malware to alter and ñimproveò its functionality and impact.

12
  Malware can insert itself into a system, 

compromise the system, and then download additional malware from the Internet that provides increased 
functionality. Malware can be used to control an entire host

13
 or network, it can bypass security measures 

such as firewalls and anti-virus software, and it can use encryption to avoid detection or conceal its means 
of operation.   

Malware is available and user-friendly: malware is available online at a nominal cost thus making it 
possible for almost anyone to acquire. There is even a robust underground market for its sale and purchase. 
Furthermore, malware is user-friendly and provides attackers with a capability to launch sophisticated 
attacks beyond their skill level. 

Malware is persistent and efficient: malware is increasingly difficult to detect and remove and is 
effective at defeating built-in information security counter-measures.  Some forms of malware can defeat 
strong forms of multi-factor authentication and others have been able to undermine the effectiveness of 
digital certificates.

14
 

Malware can affect a range of devices: because malware is nothing more than  a piece of software, it 
can affect a range of devices, from personal devices such as personal computers (PCs) or Personal Digital 
Assistants (PDAs) to servers

15
 across different types of networks. All these devices, including the routers 

that allow traffic to move across the Internet to other end points, are potentially vulnerable to malware 
attacks.  

Malware is part of a broader cyber attack system:  malware is being used both as a primary form of 
cyber attack and to support other forms of malicious activity and cybercrime such as spam and phishing. 
Conversely, spam and phishing can be used to further distribute malware. 

Malware is profitable: malware is no longer just a fun game for script kiddies
16

 or a field of study for 
researchers. Today, it is a serious business and source of revenue for malicious actors and criminals all 
over the world. Malware, together with other cyber tools and techniques, provides a low cost, reusable 
method of conducting highly lucrative forms of cybercrime.   

How does malware work? 

Malware is able to compromise information systems due to a combination of factors that include 
insecure operating system design and related software vulnerabilities.  Malware works by running or 
installing itself on an information system manually or automatically.

17
 Software may contain 

                                                 
12

  Danchev, Dancho (2006) p.3. 

13
  Host refers to a computer at a specific location on a network. 

14
  See Annex B for a discussion of digital certificates. 

15
  Servers are generally more powerfu l computers which provide services to (and accept connections from) 

many clients however home PCs and corporate workstations can also act as servers, particularly when they 

become compromised.  Common types of servers include web, e-mail and database servers. 

16
  Script Kiddie refers to an inexperienced malicious actor who uses programs developed by others to attack 

computer systems, and deface websites. It is generally assumed that script kiddies are kids who lack the 

ability to write sophisticated hacking programs on their own and that their objective is to try to impress 

their friends or gain cred it in underground cracker communities.  

17
  Malware may also explo it vulnerabilit ies in hardware, however, this is rare compared to the number of 

software vulnerabilities which are availab le at any given time to explo it. 




