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FOREWORD

Addressed primarily to policynakers, this report has been developethe course of 200hy the
OECD Woking Party on Information Security and Privacy (WPISP) in partnership with the Asia Pacific
Economic Ceoperation Telecommunication and Information Working Group (APEC TEL) Security and
Prosperity Steering Group (SPSG).

The report was declassified by tBemmittee for Information, Computer and Communications Policy
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OECD.
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MAIN POINTS

A strategy for a global partnership against malware is needed to avoid itibgeoserious thredo
the Internet economgnd to national security in the coming yeaf®day, communities involved in
fighting malwareoffer essentialla fragmented local response to a global threat.

Maliciouss of t war e, ¢ ommo n | vyis séftwarennsert@sso ari ini@nhatioa system,
to cause harm to that system or other systems, or to subvert them for uses other than those intended by their
owners.Over the lasRO0years malwarehas ev ol ved é&xplotstoa glaba sultimihican | i

dollar crimind industry.

Malware affects all actors. It is increasingly a shared concerngéorernments, businesses and
individualsin OECD countries and APEC economids. governments relgver moreon the Interneto
provide services for citizengheyface complexchallenges in securing information systems and networks
from attack or penetration by malicious actaBavernments are also being called on by the public to
intervene and proteatonsumerdsrom online threatsuch as ID theft The past five years havedeed
brought asurge in the use of malware to attack information systems for the purpose of gathering
information, stealing money and identities or even denying users access to essential electronic resources.
Significantly, the capability also exists tsaumalware talisrupt the functioning of large information
systems surreptitiously modify the integrity of data and to attack the information systems that monitor
and/or operate major systems of the critical infrastructure.

This report developed in calboration with expertsaims to inform policymakers about malware
impacts, growth and evolution, and countermeasures to combat mawseekdtto analyse some of the
main issues associated with malware &méxplore how the international community chetterwork
together to address the probldtighlightsinclude thefollowing:

1 Spam has evolved from a nuisance to a vehicle for fraud to a vector for distributing malware.
Malware, in the form of botnets, has become a critical part of a self sustayiieg &ttack
system The use of malwardias becone more sophisticated and targeted. Many attacks are
smaller and attempt to stay fAbelow the radar ¢

1 The effectiveness ofcurrent security technologies arather protections in detecing and
containing malware is challenged by theshrinking of the time between the discovery of
vulnerabilities in software products and their expldn

1 The behaviour of market playecsnfronted with malwaréwvhetherinternet serice providerse-
commerce companies, registrars, software vendorgnd users) is influenced by mixed
incentives, some working to enhance and some to reduce sethatg are many instances in
which the costs of malware are extesgi by players at enstag of the value chain onto other
players in the value chain

1 A wide range of communities and actdrérom policy makers to Internet service provideos
end user$ has a role to play in combating malwareThere is still limited knowledge,
understading, organisation and delineation of rolesd responsibilities this broadcommunity
of actors.
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9 Current response and mitigation are mainly reactifdere is a need famore structured and
strategic ceordination at national and international lewslth involvement of allactorsto more
adequately assess and mitigate the risk of malware.

1 No single entity has global understandingf the scope, trends, development and consequences
of malwareand thus lie overall malware problens difficult to quantfy. Data on malware are
not consistent and terminology for cataloguing and measuring the occurrence of nwmlnare
harmonigd.

1 Although its economic and social impacts may be hard to quantify, matesek directly or
indirectly can harm critical infonation infrastructures, result in financial losses, andsaple
in the erosion of trust and confidence in the Internet economy

Addressing limitations of ongoing action against malware fartther exploringhow to strengthen
incentivesfor market plgersto fight this phenomenois importantfor policy makergo help all concerned
communities successfulywork together across border§his report outlines several areas in which
improvements can be made, includirggsing awareness, improved legal framorks, strengthened law
enforcement, improved response, measuring of malware, measures to address vulnerabilities in software,
technical measuregconomic incentivestesearch and development, standards, guidelines and good
practices.

In light of the red fora holistic and comprehensivapproach to malwaréo effectively reduce
malicious activity on the riternet this report suggests organisng a globalfii A AMalwarePartnership
involving governmentsthe private sectothe technical community amdvil societyto produe joinedup
policy guidance to fight malware on all froritem educational to technical to legal and economical.
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BACKGROUND

The Organisationfor Economic Co-operation aad Development (OECD) Working Party on
Information Security and Privag (WPISP) and the Asia Pacific Economi€o-operation
Telecommunication and Information Working Group (APEC TEL) Security and Prosperity Steering Group
(SPSG) have both experience andestipe in the development of policy guidance for the security of
information systems and networks.

In 2002, the OECD adopted tiguidelines for the Security of Information Systems and Networks
( A tSkeoarity Guidelings) whi ¢ h earframeivatkeopriacipleslatthe policy and operational
levels to foster consistent domestic approaches to addresfimghation security risks in a globally
interconnected society. More broadly, tBecurity Guidelineseflect a shared ambition to develop a
culture of security across society, so that security becomes an integral part of the daily routine of
individuals, businesses and governments in their use of InformatidiCommunication Technologies
(ICTs) and in conducting online activitiéie 2003 and 2003he OECD monitored efforts by governments
to implement national policy framework®nsistent with th&Security Guidelingsincluding measures to
combat cybercrime, develop Computer Security Incident Response Teams (CSIRT ajyaaenessnd
foster educatn as well as other topiésin 2006 and 2007, the OECD focused on the developofent
policies to protect critical information infrastructures

Likewise, in 2002, Asia Pacific EconomiCo-operation (APEC) issued the APEC Cybersecurity
Strategy outliningsix areas for coperation among member economies including legal developments,
information sharing and eoperation, security and technical guidelines, public awareness, and training and
education. To supplement the APEC Cybersecurity Strategy, in R8BFEC TELadopted the Strategy
to Ensure a Trusted, Secure, and Sustainable Online Environment to encourage APEC economies to take
actionfor the security of information systems and networks

Shared OECD and APEC objctives

In 2005 the APEC andOECD caorganised a workshop to share information on evolirifagmation
securityrisks and to exploreareas forfurther co-operationbetween the organisations better tackle the
international dimension of information security risks 2006, both organisatisragreed that the need to
encourage a safer and more secure online environment was more pressing than ever due to the continued
growth of economic and social activities conducted over the Internet and the increased severity and
sophistication of online miglous activity. Subsequentlythey decidedto organise a workshdpand

The United Nations, the Council of the European Untbie, Asia Pacific Economic Coperation APEC)
andthe AsiaEurope MeetingASEM) all recognisedndused thesuidelinesn their work.

2 SeeDSTI/ICCP/REG(2005)1/FINAL
3 See DSTI/ICCP.REG(2006)15/FINAL and DSTI/ICCP/REG(2007)16/FINAL.

Information on the joint APE®OECD Malware  Workshop is available :at
http://www.oecd.org/document/34/0,3343.en_2649 34255 38293474 1 1 1 1,00.html
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develop an analytical report examine the issues of maliciossftvare c ommonly known as
with a view to:

1 Informing nationalpolicy makers on the impacts of malware.
1 Catabguingtrendsin malware growth and evolution.

1 Examining the economics of malware and the business models behindousalictivity
involving malware.

1 Evaluating existing technical and ntechnical countermeasures to combat malware and identify
gaps; and,

1 Outlining key areas for action and future work

Prepared by the OECD Secretariat in close collaboration with volunteer government experts from
OECD and APEC as well as the private sector, riyirt does notiscuss every aspect of malware, all
types ofmalware, or all propagation vectofRather it focuseeson issues of significant concern and areas
which may pose problems the future Similarly, thereportdoes not examine all possible strategies
associated with preventing, detecting and respondingndiware but rather focuses etements of
relevance to OECD member countries, APEC economies, and other goverang:otgianisationsore
broadly.Finally, the reportefers toforms of cybercrime, such as spamdphishing that maynot directly
involve the use of malware but nevertheless demonstrate how malware can also bediuseitly to
facilitate cybercrime.

Phishing refers to a social engineering attack, where an attawkeipulatesa user to disclastheir online

account access credentials or other peed hformation (typically) to a wekite in the control of an
attacker.According to this definition phishing may ndirectly involve malware. However, when therm

is used tofor examplealso refetto certain types afojan attacksmalware is imficated.
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MALWARE IN BRIEF

What is malware?

Malware is a general term forpgece ofsoftwareinserted into an information system to cause harm to that
system or other systems, or to subvert them for use other than that intended by thelir owners.

Malware cargain remote access to an information systeosord and send data frahatsystem to a third
party without t he usencdalghatphe infonmasios systam has rbeerk aoroproinised g e
disabksecurity measuredamag theinformation systenor otherwise affect the data and system integrity.

Different types ofmalwareare commonly described asuses worms,trojan horses, backdoors, keystroke
loggers, rootkitsor spyware These termsorrespond to the functionality aie haviour of the malware.§.a
virus is selfpropagatinga worm is seff replicatig Expertsusually groupmalare intawo categories: family
and variant. AFamilyo r efwaesvat oahthe debéeisactooa
the original malicious code, or family, with minor charies

Box 1.Malware: A brief history

Viruses and womms date back to the eardy days of computers when most viruses were created for fun and worms were created

to perform maintenance on computer systems.9 Malicious viruses did not surface until the 1980s when the first personal

computer (PC) virus, Brain (1986), appeared and propagloated wh e

Two years later, in 1988, the Morris worm received significant media attention and affected over 6 000 computers. Although

other types of mali ci ous ssthe latdseape o thedae 80s and eady 90s predontinantlynodngisted| 0 6
s

of viruses. Untl about 1999, most people related viruses to the example of a teenager hacking intoth e Pent agon § Syste
seen in the 1983 movie Wargames.

In the mid to late 1990s, the landscape began to change with the growth of the Internet and personal computer use, the rise of

networking, and the adoption of electronic mail systems. The so-called ibi g i mpact worms o begar to r e
ways. The increased use of e-mail brought high-profie mass-mai | er worms such as Melissa|l (1999)

Koumikova (2001), SoBig (2003) and Mydoom (2004) that made the headlines and entered the public consciousness ™ These
types of worms doubled their number of vicims every one-to-two hours, rapidly reaching peak activity within 12-to-18 hours of
being released. This marked the parallel rise in organised, sometimes co-ordinated attacks. The explosive growth of online
financial transactions resulted in increased security incidents and in the appearance of new types of malicious software and
attacks. Today, mass woms and virus outbreaks are becoming ever scarcer while stealthy malware such as trojans and
backdoors are on the rise. Many attacks are smaller to.stay nl
The goals of the atiackers tend to be focused on financial gain. These new trends help explain why malware is now a global
multi-million dollar criminal industry.

Overall characteristics of malware

Although not the only means by which information systems can be compromised, malware provides
attackers convenience, ease of use, and automation necessary to @itaitict on a previously
inconceivable scale.

The 1992 OECDBGuidelines for the Security of Information Systems and Netwdwfised an information
system as computers, communication facilities, computer and communication networks and data and
information that may be stored, processeefrieved or transmitted by them, including programs,
specification and procedures for their operation, use and maintenance.

See Annex E Glossary of Terms

ForexampleW3 2. Sober @mm (also known as Sober) wamlg the pr
Sober.X is a variant of SobdBee Symantec 2006 p.67)

o NIST p. 2-10.
10 SOPHOS(2006a)p. 1.
1 Tippett (2006), andBBC News onling2004.

1C
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Malware is multfunctional and modulathere are many kinds of malware that can be used together or
separately to achieee ma |l i ¢ i o u dlewdeaturesrarid sddigonaddapabilities are easily added to
malware to alter and @i mpT Mawar can insert itbeti imto & $ystema | i t y
compromise the system, and then download additional maksmarethe Internethat provides increased
functionality. Malware can be used to controlemiire host or network, it can bypass security measures
such as firewalls and aftirus software, and it can use encryption to avoid detection or conceal its means
of operation.

Malware isavailableand useifriendly. malware is available onlinat a mminal cost thusnaking it
possible foralmostanyone to acquit€There isevenarobustunderground market for its sale and purchase.
Furthemore malwareis userfriendly and providesattackerswith a capability to launcisophisticated
attacks beyond tlireskill level.

Malware is persistenand efficient malware is increasingly difficult to detect and remove and is
effective at defeating builh information security countaneasures. Some forms of malware can defeat
strong forms ofmulti-factor autherntation andothershave been able to undermine the effectiveness of
digital certificates:’

Malware can affecta range of devicbscause malware is nothing more thana piece ofsoftware, it
can affect a range of devices, from personal devices suchsmhakctomputers (PLor Personal Digital
Assistants (PDAs) to servétsacross different types of networks. All these devices, including the routers
that allow traffic to move across the Internet to other end points, are potentially vulnerable to malware
attacks.

Malware is part of a broader cyber attack systemalware is being used both as a primary form of
cyber attack and to support other forms of malicious activity and cybercrime such as spam and phishing.
Conversely, spam and phishing can be usdartoer distributemalware.

Malware is profitable malware is no longer just a fun game for script kidtfies a field of study for
researchers. Today,is a serious business and source of revenue for malicious actors and criminals all
over the world. Mlware, together with other cyber tools and techniques, provides a low cost, reusable
method of conducting highly lucrative forms of cybercrime.

How does malware work?

Malware is able to compromise information systems due to a combination of factoirsc tindé
insecure operating system designd relatedsoftware vulnerabilties Malware works by running or
installing itself on an information systenmmanually or automatically! Software may contain

12 Danchey Dancho(2006) p3.

13 Host refers to a computer at a specific location on a network.

14 See AnnexB for a discussion of digital certificates

15 Servers are generally more powerful computers which provide services to (and accept connections from)

many clientshoweverhome PCs and corporate workstations can also act as servers, particulargheshen
become compromised. Common types of servers include wahjland database servers.

16 Script Kiddie refers to an inexperienced malicieactorwho uses programs developed by others to attack

computer systemsanddefacewebsites. It is generalgssumed that script kiddies are kids who lack the
ability to write sophisticated hacking programs on their own and that their objective is to try to impress
their friends or gain credit in underground cracker communities

o Malware may also exploit vulmabilities in hardware, however, this is rare compared to the number of

softwarevulnerabilities which are available at any given time to exploit.

11
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vulnerabilities, or "holes" inits fabric caused by fdty coding. Software may also be improperly
configured, have functionality turned off, be used in a manner not compatible with suggested uses or
improperly configured with other software. All of these are potential vulnerabilities and vectors for attack.
Once these vulnerabilities are discovered, malweara be developed toexploit them for malicious
purposesbef ore the security community .hMaaredcanvasd ope d
compromise information systems due to #@ochnological fact@ such as poor user practices and
inadequate security policies and procedures.

Many types of malwarsuch as viruses or trojansquire some level of user interactiminitiate the
infection processuch asclicking on a web link in an-enail, opening arexecutable file attached to an
e-mail or visiing a website where malware Igsted Once security has been breached by the initial
infection, some forms of malware automatically install additional functionalish as spywarée.g.
keylogger) backdooryootkit or any other type of malwarknown as the payload

Social engineering in the form of e-mail messages that are intriguing or appear to be from
legitimate organisationss often used to convince users to click on a malicious link or down|edsare.
For example, users may think they have received a notice from their bank, or a virus warning from the
system administrator, when they have actually received a-maiisg worm. Other example include
e-mail messaggeclaiming to be an ecard from @& unspecified friend to persuade users to open the attached
Afcardo and downl oad nalsol domdohdsdifirora web phgels wrantergionallyaby
usersA recent study by Google that examined several billion URLs and inclxd@ddepth analys of
4.5 million found that, of that sampl@00 000seemed maliciousnd that 450 00Qvere capable of
launching malicious download$ Another report found thainly aboutone in five websites analysed were
malicious by design. Thhkasledto the conclaion that about 80%f all webbased mahare is being
hosted on innoceiut compromised websites unbeknownst to their owilers.

A different report found that 53.9%f all maliciouswebsitesobserved ardosted in Chind® The
United States ranks secondtlie same study with 27.2% malicious websites observéatated in thee.
Furthermore, data provided in Annéxof this reportdemonstrates that malware on web pages accounts
for 52.8% of incident reportby mid-2007 received bthe United States ComputEmergency Readiness
Team (USCERT).

Malware propagation vectors

Malware propagation vectors refer to the electronic methods by which malware is transmitted to the
information systemglatforms or devices it seeks to infeEmail and instant messagingications are
some ofthe most common vectors used for spreading malware through social engineering tecAnigues.
medium that enables software to be distributed or shhoeever can be a vector fanalware Examples
of malwarepropagatioror distribution vectors includ¢he World Wide Web (WWW), renovable media
(such as USB storage keys), netwelared file systems, PZHe sharing networksinternet relay chat
(IRC), Bluetoothor wireless local area networks (WLARP)

18 See AnneX i Glossary of Terms.

19 Socialengineeringefers to techniques designedrtanipulateusersinto providing information or taking

an action which leads to the subsequent breach in information systems security.
20

Google Incp.2
21 Sophos (2007) p.4
22 Sophos (2007) p.6

23 See Annex D for additional detail of propagation vectors.

12
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Bluetoothis one prominent \v&or for malware propagation on mobile devices. Bluetooth is a wireless
personal area network (PAN) that allows devices such as mobile phones, printers, digital cameras, video
game consoles, laptops and PCs to connect through unlicensed radio frequenskodvelistances.

Bluetooth can be compromised by techniques such as bluejacking and blue$hanrfidgis most
vulnerable when a wuser 6s ¢ onn ettbbeofoundibyother @earbyt o " d

bluetooth device&’

24 Bluejackingconsists in sending unsolicited messages to Bluetooth connected dBliesnarfing enables
unauthorigd accessotinformation from a wireless device througlBlaetoothconnection.

2 While Bluetooth can have a range of 100 metres for laptops witregoWtransmitters, it has enore
limited range for mobile phones, usually around 10 metres.

132
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Box 2. Malware on mobile devices

There is some debate around the current seriousness of threats to mobile devices such as cell phones, PDAs, and
smartphones. % For example, some factors seem to indicate that threats to mobile devices are still limited. These
factors include the following: ;some of the current forms of mobile attacks can only be launched within the 10 metres
personal area network (PAN) range - which limits the scope of the danger compared to traditional malware threats
which have a global reach; ii) mobile devices are restricted by bandwidth because there is a limited amount of
spectrum allocated for their use; iii) the very small user interface is still an impediment to conducting Intemet banking
and other value transactions i until mobile devices become a popular means to conduct such transactions there are
fewer incentives for attackers to develop malware for the mobile telephone platform iv) the cost associated with
using general packet radio service (GPRS) to connect to Internet Protocol (IP) data networks may also make the
mobile device less popular compared to Internet-connected PC which use technologies such as asymmetric digital
subscriber line (ADSL), cable or broadband wireless.

However, there is also recognition that such threats, while emerging, are quite real. ® Some data shows that although
still relatively small in comparison to the amount of PC malware, mobile maJware which first appeared in 2004,
increased from only a few instances to over 300 in total in a two year penod Further, concerns about security
increase as mobile devices become more preval ent a*hFor
example, the use of smartphones is on the rise with projections as high as 350 million in use by 2009 ¥ In 2006, Apple
announced that a number of video iPods had been shipped to customers with the RavMonE virus.® Many experts
are concerned that mobile malware will soon become far more dangerous to the mobile devices themselves, the
wireless networks over which those devices communicate and the corporate networks, servers and/or personal
computers with which those devices exchange information. Undetected malware on a smartphone could get

transferred to a corporate network and used to perform further malicious functions.>

What is malware used for?

The numerous types of malwarean be used separately or in combinatido subvert the
confidentiality, integrity and availability of information systems and netwokisewise, a range of

differert attacks can be conducted to reach different goals, such as denying access to critical information

systems,conducting espionagextorting money €.g. ransom), orstealing information €.g. ID theft).

26 A Smartphonés acellular phone coupled with personal computer like functiopalit

27 A personal area network (PAN) isca mputer networkused forcommunic&ion amongcomputerdevices

(including telephonesand personal digital assistantslose to one person. The devices may or may
belong to the person in question. The reach of a PAN is typically a few meters. PANs can be u

not
sed for

communication among theersonal devices themselves, or for connecting to a higher level network and the

Internet

28 These transactions are possiadeis demonstrated by the Japanese méslext BBC).

29 Hypponen, Mikko(2006) p.73 (4 of 8)

30 Hypponen, Mikko(2006) p.72 (20f 8).
31

customers with a separate smart card reader, may in future provide support for transaction signing
the use of a cutkephone PBAs Indhisnvayntbebnobile PDA also is likely to

For example, some financial institutions that wish to implement transaction signing and avoid providing

through
be

targeted to subvert the transaction signing process. As discussed in the glossary, transaction signing is only

effective if the keyed hash for the transaction is calculated on a deviceathhe trusted.

32 Hypponen, Mikko(2006) p.73 (3 of 8)
33

http://www.apple.com/supportimdowsvirus/
34 iGillottResearch In¢2006)p.8.
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Note that the virus was transmitted to the device through a Windows computer on the production line. See


http://www.apple.com/support/windowsvirus/
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Malware can also be used to compromise authenticity reonrepudiationor conductattacks on the
Domain Name SysteDNS)>°

Denying access

Denying access to digital data, network resources, bandwidth, or other network Sglettalsof
service- DoS)is a common goal of attacks using malware. Populgeta include companies that conduct
business online and risk losing significant revenue for every minute their website or network is
unavailable andgovernments who rely on websites to provide essential services to their ciliress.
attacks are usuglused for sabotage (for example, to hurt a competitor or an organisgaimstwhom
the attackr holds a grudge or grievancextortion®® or for politically and ideologicallymotivated
purposes.

Distributed Denial of Service (DDo&jtacks

The mostwell known and perhaps most common methodleny access distributed denial of
service attacks (DDoS) . DDoS attacks seek to ren
inaccessible by overwhelming them with an unusually large volumeaffictt’ Malware indirectly
contributes to DBS attacks by creating a renewable supply of compromised computer$) (thotaugh
which the flood attacks are launched. @®traffic may consist of relatively easily identified bogus
packets, or propeHformedand seemingly Jlegitimate @Arequests
intended to exceed the capacity of either the network bandwidth or the computer resources of the targeted
server, or both, thereby making the service unavailable to most or al lefgitimate users, or at least
degrading performance for everyone.

Simple DDoS attacks use a distributed network of bots (called a botnet) to attack a particular target.
The more complex DDoS attacks useltiple botnetdo simultaneoushattack thetarget. In traditional
DDoS attack, botnets are used to send massive amounts of queries and overwhelm a lSgsteuer,
low and slow attack a recent trend noted by some security experts, occur over a longer period of time and
use a small amail of bandwidith from thousands, if not millions, of compromised comput&fsen the
attacker coordinates the attack so that not all the bots will attack the target at the same time, but rather on
a rotating basisThe victimand thelnternetService Provider may not mtice that their network traffic has
increased but over timé&,becomes a drain on their infrastructure and other resources.

DDoS attacks have been launched against governmentsrious purposes includingolitical or
ideologicalones For example, Sedish government websites were attacked in the summer of 2006 as a

35 See Annex B for further information on types of attacks

36 Messmer, Ellen and Pappalardenise (2005).

87 It is also possible to cause a denial of service in a network device or application bytirexploi

vulnerabilities in an operating system or application software. For example, this could be accomplished by
an attacker sending specially crafted packets to the device or application where the vulnerability exsts.
DOS attacks of this type can be réetl, however, by applying the software or firmware patch, or
implementing some other woideound. In the case of flood attacks, the abititynitigate is more difficult

and protracted and hence the impact is potentially more serious.

38 See AThel Matwaee: Botnetsodo chapter of this report

botnets.
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protest agai ngitacytmhasures.Mare recent éventEsonia Have raised an interesting
discussion on what a cyber attack of this nature means for codftries.

Box 3. The Estonian case40

In May 2007, a series of cyber attacks were launched against Estonian government and commercial websites. Some
attacks involved defacing websites, and replacing the pages with Russian propaganda or bogus information. Up to six
sites were rendered inaccessible at various points, including those of the foreign and justice ministries. Most of the
attacks were launched using botnets comprised of many thousands of ordinary computers.

Estoni ads coenpgyuesponse teamdBEgCERT) acted swiftly and, in collaboration with partners from the
international community, was able to weather a very serious attack with litle damage. The attack was primarily
defended through filtering i blocking connections from outside Estonia. For example, Est oni ads segond | a
SEB Eesti Uhispank, blocked access from abroad to its online banking service while remaining open to local users. ™
One major contributor to the stability of their services domestically during the attack was the fact that Estonia has two
domestic Internet exchange points (IXPs).*

Three weeks after the attacks ended, one researcher identified at least 128 separate attacks on nine different websites
in Estonia. Of these 128 attacks, 35 were reportedly against the website of the Estonian Police, another 35 were
reportedly against the website of the Ministry of Finance, and 36 attacks were against the Estonian pardiament's, prime
minister's, and general governmentwebsites.43 It has further been estimated thatsome of the attacks lasted more than
10 hours, exceeded 95Mbps, and peaked at about million packets per second. While this may seem like a lot, other
atacksconsi dered fibigodo by securi t2¢ mikdiox packets ger second,bltilmes morethak| at a b
the attack against Estonia. This has led experts to conclude that the attack was not optimised for maximum impact on
and damage to the network, but rather to make a statement and prove a point.

Extorting money:Ransom

Some malware isdesgned t o encrypt or scramble userso6 o
Often the owner will be asked to payransom for thékeyo used to encrypt their data, and whictofien
required to reverse that process and restore thé“‘dalthough thistype of malware is not as prevalent as
other types of malware, there were several high profile cases in 2006 that raised attention around the
issue?® Such attacks, not only deny the user/owner access to their own data, but harm the confidentiality
andintgr ity of that data by the attackerds wunauthor

39 Forexample, a senior official was quoted e Economig aying Al f a member State'

centre isattacked with a missile, you call it act ofwar. So what do you call it if the same installation is
disabled with a cybeai t t g SekTh@&Economist2007).

40 The Economist2007)

4l The Sydney Morning Heral@007)

42 An Internet exchange point (IX or IXP) is a physical infrastructure that allbifferentinternet Service

Providers(ISPs) to exchangiaternettraffic between thie networks by means of mutuaéering

agreements, which allow traffic to be exchanged without cost. IXPs reduce the portion of an ISP's traffic
which must be delivered via thairpstreantransitproviders, thereby reducing tieverage PeBit

Delivery costof their service. Furthermore, IXXERmprove routing efficiency anfhult-tolerance

43 Lemos, Roberf2007.

44 It has been assessed that such attacks are not likely to gain popularitycaganisation with a basic level

of preparedness should haveckup copies of their data available. However, it may also be that
individuals are not aware of this risk or simply lack basic security education to protect themselves from
malware.

4% Sophos (2007a) p.8

1€


http://en.wikipedia.org/wiki/Internet_Service_Provider
http://en.wikipedia.org/wiki/Internet_Service_Provider
http://en.wikipedia.org/wiki/Internet_Service_Provider
http://en.wikipedia.org/wiki/Internet
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Box 4. Aransom example: The Arhiveus ®

In June 2006, a Trojan horse attacked f i |l.e3he filas wdavd then
encrypted so users could not access them without paying a ransom in return for the restoration of the files.

When users tried to access their files, they were directed to a file containing instructions on how to recover the data.
The instructions began:

INSTRUCTIONS HOW TO GET YOUR FILES BACK READ CAREFULLY. IF YOU DO NOT UNDERSTAND - READ
AGAIN.

This is the automated report generated by auto archiving software.

Your computer caught our software while browsing illegal pom pages, all your documents, text files, databases in the
folder My Documents was archived with long password.

You cannot guess the password for your archived files - password length is more than 30 symbols that makes all
password recovery programmes fail to brute force it (Quess password by trying all possible combinations).

Do not try to search for a programme that encrypted your information - it simply does not exist in your hard disk
anymore. Reporting to police about a case will not help you, they do not know the password. Reporting somewhere
about our email account will not help you to restore files. Moreover, you and other people will lose contact with us, and
consequently, all the encrypted information.

In many of these cases the attacker encrypts files such as personal photographs, letters, household budgets and other
content. To retrieve their data, users were required to enter a 30 character password which they were told would be
available after making purchases from one of three online drug stores.

Ds oft

Espionage

Malware carbe and has beearsed to gain access to or spy on business and government operations
and gather information that could be critical to business operations or national security. Recently, the
United Kingdomreported that a number of targeted tragatacks had been directed against parthef

UK6és public and private <critical infor mat.
covert gathering and transmitting of privileged informafibMalware of this sort can also be uskeyl

campanies and other organisations to gather information about their competitors as demonstrated by the

below example.

Box 5. The case of Michael and Ruth Haephrati

In March of 2006, Michael and Ruth Haephrati were extradited to Israel from Britain where they were charged with
creatirlg and distributing a trojan used to conduct industrial espionage against some of the biggest companies in
Israel.”™ Michael Haephrati is said to have developed and refined the programme while his wife, Ruth, managed
business dealings with several private investigation companies which bought it and installed it on the computers of
their clientsé competitors. Specifically, the troj anic
relations agency (whose clients include Israel's second biggest mobile phone operator, Parther Communications), and
the HOT cable television group. Another alleged victim was Champion Motors, who import Audi and Volkswagen motor
vehicles.

Ruth Brier-Haephrati was formally charged with aggravated fraud, unlawful computer access, virus insertion, installing
tapping equipment, invasion of privacy, managing an unlawful database, and conspiracy to commit a crime. Michael
Haephrati was charged with lesser offenses as the prosecution regarded him as Ruth's assistant because his job was
onlyto perfect the programme and tailor it to the needs of specific clients »

46 Sophos(2007b)

4 UnitedKingdomCentre forthe Protectionof the National Infrastructur005).
48 Messagelab@006)p.11

49 Sophos (2006c).
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Stealing information

Over the past five years, information thefhd in particular online identyt (ID) theft’® has beemn
increasingconcern to business, governments, and individédtiough malware does not always play a
direct role,”* ID theft directly using malware has become increasingly common with the rise of backdoor
trojans and other steljt programmes that hide on a computer system and capture information covertly.

As illustrated in Figure 1,mine ID theft attack usingmalwarecan becomplexandcanuse muttiple
Il nternet servers to distribut eatisnpygtemsaandithemlagithea r e,
stolen data to another websitentrolled by the attackeor send it tot h e a t di raa¢ &ceouné s
Generally, the attacker operates under muttiple domain names and multiple IP addresses for each domain
nameandrapidly rotaesthemover the life of the attacffor exampleseebotnet hosted malware sites #1
and #2 in Figurd).>® The use of multiple domain names and multiple hosts or bots (and their associated IP
addresses) is designed to increase the time available toriogghe sensitive information and reduce the
effectiveness of efforts by affected organisations (such as banks), CSIRTs and ISPs to shut down
fraudulent sites. Under the domain name system (DNS) attackers are able to quickly and easily change
their DNStables$® to reassign a new IP addresso fraudulent web and logging sites operating under a
particular domain? The effect is that as one IP address is closed dibvientrivial for the site to remain
active under another | Rableakbdexamples, in & necentltase IR addressek e r
operating under a single domain name changed on an automated basis every 30 minutes and newer DNS
services have made it possible to reduce this time to five minutes or less. Attackers may use legitimate
exsting domains to host their attacks, or register specially created fraudulent domains. The only viable
mitigation response to the latter situation is to s#skgistration of the domarn.

50 See DSTI/CP(2007)3/FINALwhere Identity Theft is defineds the unlawful transfer, possessjoar
misuse of personal information with the intent to commit, or in connection with, a fraud or other crime.

5t Identity theftattacks most ofteruse social engineering techniques to viane the user tamecessarily

disclose information to what they assuisea trusted source. This techniqgkepwn & Phishing does not
directlyrely on the use of malware to wotku s es decept i vnails and fraudulerd oebsiteas 0 e
impersonatig brand names of banksretailers and credit card companiesdceive Internet users into
revealing personal informatiotdowever, as many phishing attacks are launched from spam emails sent
from botnets malware isindirectly involved as it is used toreate botnets which are in turn used to send

the spam email used in phishing attackMalware would bedirectly implicated when the spani mails
contained embedded malware or a link to a website where malware would be automatically downloaded.

52 Thissat echnique known as fAfast fluxo

53 A DNStableprovides a record of domaimemes and matching IP addresses.

54 See Annex B for a discussion on attacks using the DNS and attacks against the DNS.

55 AusCERT(2006)p.19-20.
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Figure 1. Online IDtheft attack system involving malware®
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Malware attack tre nds

The dynamic nature of malware keeps most security experts constantly on the lookout for new types
of malware and new vectors for attack. Due to the complex technitaknaf malware, it is helpful to
examine overall attack trends to better understand how attacks using malware are evolving. As mentioned
previously the use of malware is becoming more sophisticated and targeted. Attackers are using
increasingly decept social engineering techniques to entice users to seemingly legitimate web pages that
are actually infected and/or compromised with malware. Figuitestrates the types of attack that seem to

be on the increase, those that are falling out of favodrttesse for which the trend remains unclear or not
changed.

56 AusCERT(2006)at 7.
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Figure 2. General attack trends
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Origin of malware attacks

Origin refes to both where the attackers who launch the attack are based and where the computer
systemsthat actually attackhe targeted system akecated In most cases, it is easy to see whie
attachng computer systenmsre hosted based on thémternet pro o ¢ o PO addressBdut this is not
usually sufficient to identify the person responsible for launching the afaclexamplefspoofing is a
techniqge designed tdeceive an uninformed person about the origin of, typically, &mai or a
welsite:

>7 Whenspoofing is used, identifying the source IP address ofi amig or website is usually a futile effort.

It is also possible to spoof the source IP address of an IPv4 datagram, thereby making real identification of

the source IP address much more difficttlshould be noted that this is often not required for an attack to
succeed or can be counfmoductive for the attacker if the objective is to steal data from a computer. The

use of anonymising technologies could pose a more serious problem fafyidgnattack sources but is

not in widespread use by criminalspr obably because using other peop
provides sufficient protection for the attacker.

2C
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Moreover, rarely is the attacker located in the same geographic region as the attacking hosts. It is
common practice among cybercrimindlso use compromised computers (and to a lesser extent
anonymous proxiéd hosted in a foreign legal jurisdiction faunch their attacks. This protects their
identity and provides additional computing resources beyond what they could otherwise afford. Criminals
are acutely aware of the significant jurisdictional impediments that hinder or even prevent cybercrime
investgations from being conducted if the crimes are sourced internationally.

Malware is now spread around the world and rankfhgand to show that a whole host of countries
across the developed and the developing world are home to online criminals usingemaliveugh
attacks originating from one country may have local targets, the predominant trend is attacks that originate
internationally relative to thietargets.In addition, geography may pla role depending on the end goal of
the attacker. For exarep broadband Internet speeds differ from country to coulfitan attacker wishes
to maximie network damage, he/she may use compromised computers located in couhées
broadband is prevalent. If the goal is to degrade servisgealinformationover time, the attacker may
use compromised computers from a variety of geographical losa@eongraphical distribution allows for
increased anonymity of attacks and impedes identificatioestigation and prosecution of attackers.

58 Here we refer to cybercriminals who are conducting attacksifiodl for illicit financial gain and may have

an area of specialisation or be involved in a variety of business lines such as phishing, trojans, spam
distribution, clickfraud, malware development, etc.

59 In computer networks, aroxy serveris a server (a computer syater an application program) which

services the requests of its clients by forwarding requests to other servers. A client connects to the proxy
server, requesting some service, such as a file, connection, web page, or other resource, available from a
different server. The proxy server provides the resource by connecting to the specified server and
requesting the service on behalf of the client. A proxy server that removes identifying information from the
client's requests for the purpose of anonymity idedainanonymisng proxy serveor anonymigr.

60 Forexample, see Symantec (2007) p. 9.
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THE MALWARE INTERNET: BOTNETS
What is a botnet?

A now prevalent form oimalware, botnetsare key tools attackers use to conduct a variety of
malicious activity and cybercrimeA botnet is a group ofmalware infeted computers also called
fi z o mb i betsthiat canrbe use@motelyto carry out attacks against other computer systéms.

Bots are generally created by finding vulnerabilities in computer systermpiting these
vulnerabilities with malwareandinsating malware mto those systems)ter alia. Botnets are maintained
by malicious actors cherdemaomn | yi brod fthatreasaabtrolth® bainet i b o |
remotely. The bots are then programmadd instructed by the bot herder perform avariety of cyber
attacks, including attacks involving the further distribution and installation of maheareother
information systemsMalware, when used in conjunction with botnets, allows attackers to create a seff
sustaining renewable supply of Intekconnected computing resources to facilitate their crijses
Figure 3) Some of the malware discussed earlier in this report is distributed using botnets. There is thus a
cyclical relationship: malware is used to create botnets, and botnets ar® fGisetletr distribute spam and
malware.

Figure 3 demonstrates the relationship between malware and the botnet lifecycle. When malware
infects an information system, two things can happen: something can be stglemfdrmation, money,
authentication @dentials etc.) and the infected information system can become part of a botnet. When an
infected information system becomes part of a botnet it is then used to scan for vulnerabilities in other
information systems connected to the Internet, thus creatimycle that rapidly infects vulnerable
information systems.

61. In this paper, t he t danfeatedichnputed that a madicioss attar can remodely wa r e
control and turn into a Aatorbheottsdod oshozwlnmb i ke macde met
such bot machines. However, the term Aibotod can be

variety of software programme or script that executes automated tasks. It is most widely used itetlie con

of Internet Relay Chat (IRC) where users can create and use bot scripts for online gafmungdinaeting

file transfers, and automating channel admin command (EggDrop is one of the oldest of such benign IRC
bots). The fact that botnets often rely & bots for command and control by botmasters might explain

why the term fiboto is so popular in the literature
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Figure 3. The Botnet Lifecycle
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What are botnets usedor?

Botnets are mostly used for the following purposes:

1.

Locate and ifect other information systems with hatogramnes (and other malware). This
functionality in particularallows attackerso maintain and build their supply of new bots to
enable them to undertake the functions beloter alia.

Conductdistributed denibof service attackdYDoS).

As aservicethat can be bought, sold or rented. out

Rotate IP addresses under one or more domain names for the purpose of increasing the

longevity of fraudulent web site whichfor examplehost phishing and/analware site.
Send spamwhich in turn can distribute more malware
Steal sensitive information from each compromised computer that belongs to the botnet

Hosting the malicious phishing site itself, often in conjunction with other members of the

botnet to provide redancy

Many botnet clients allow the attacker to run any additional code of their choosing, making the

botnet client very flexible to adding new attacks
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Botnets Command and Control (C&C)models

Typically, bots communicate with the bot master througméermet Relay Chat (IRC) command and
control (C&C) server which provides thestructions directing the operation of the botnet. The C&C
server usually is also itself a compromised computer running various network services. After a computer
system is infeted and compromised by a bot program, the bot periodicatipects back to the C&C
server, checking for instructions. Although there are various C&C models, the most popular has
traditionally been the centradid model (see Figu#) where all bots repbto a single location to wait for
commands. The centralised model is popular among bot masters because it offers software tools that make
it easy to operate. Furthermore, the cesdlimodel results in few communication delays between the bot
master ad the bot$? Increasingly, attackers are also using the HER@ HTTRS web protocol§® as the
communication method between bots and the C&C server. This meanssthadrie difficult for network
operators to detect and block bot communications to or fihein network as it is hidden among the vast
volume of normal web traffic.

An alternative innovative C&C modelesigned to make it more difficult for security practitioners to
stop botnet hosted attacks is the increasing use of the peer to peer (P 2R3eroBigured).”* The peer to
peer model lacks a central hierarchy of communication which makes the Ilpotnetresilient to
dismantling.®® It is thereforeextremely difficult to stop attacks launched from botnets that communicate
using P2P as there i® 8ingle point of failure.

Figure 4. Command and control for Botnets

L!’ Central Botnet comand Peerto Peer Botnet
Lm | and control comandand control
l&\ SO\ = Criminal — Criminal
lm / Comandand Comandand
: control server control server
62 Trend Micro (2005) p.8.

This is the same protocol that enables both encrypted (https) and unenctipi®d web based
communications to occur. Blocking this traffic would prevent web access to a network.

64 Govcert.nl (2007p. 1112.
65 Trend Micro(2005) p.8-9.
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In addition to the models above, bosate increasingly usingwhatisknoms Af ast fl uxo
to evade detection. Fast flux networke aetworks of compromised computer systems with public DNS
records that change constantly thus making it more difficult to track and shut down malicious 4ctivity.
Furthermore, this model ahdons the traditional centrad C&C server and uses proxieshiole the
servers controllinghe fast flux network.

Botnet figures

While botnets vary in size, they typically number tens of thousaincismpromised computer$here
have been exceptionscluding a group of attackers in The Netherlands waportedlycontrolled 1.5
million bots®” Typically the number of bots being controlled by a single attacker will fluctuate depending
on whether the compromised computers are connected to the Inteinet,t her t hey h,ave Dbe
or whether the attacker is usihg botnet to locate and compromise more information systems to add to
the botnet. Furthermore, there are incentives for bot herdarsetemaller botnets and launch smaller,
more targeted, attacks to avoid detection. For example, large botnets s@adingrsconducting DDoS
attacks generate a high volume of network traffic that is usually detectable by ISPs and network
administratos whereas smaller attacks that use less bandwidth may go undetected.

Botnetshave becomea contracted commoditaliciousactorscanhire or buy a bot master to carry
out an attack.One report averaged the weekly rental rate for a botrigsBt 501 60 per 10007 2 000
bots or around 33 cents per compromised comgtitéfhis is extraordinarily cheap compared to the cost
of the computeto the legitimate owner iterms ofhardware, software and bandwidth.

The prevalenceof botnets has been increasing. Although estimates of the number of botnets can vary
widely, most experts agree it islarge amount.For example,n 2006,the Chinese National Computer
Network Emergency Response Technical Team Coordina@ientre (CNCERT/CC) reported that
12 million IP addresses Bhina werecontrolled by botnet® They also found more than 500 botnets and
more than 16 000 botnet command @ontrol servers outside China.

66 The Honeynet Project (2007) p.1.
67 Govcert.nl (2006) p. 8.

68 MessagelLabg006) p. 4.

69 Dr. Du, Yuejun (2007) p.13.



DSTI/ICCP/REG(2007)5/FINAL

Box 6. The Dutch Botnet case

In October 2005 the Dutch National Police arrested three men - members of a group of cyber criminals - suspected of
| arge scale fAhacki ngeéveral folnets tmtwere thought to badve censisted of over 1.5 million
infected c:omputers.70 The botnets played a key role in numerous cyber crimes including: phishing, identity theft, online
fraud, and online extortion. In due course, it became clear that botnets played a central role in the activities of the
cyber criminals by serving as the basic infrastructure that allowed for the successful attacks.

In June 2005 a report was made to the CERT community in the Nethedands that an important Netherlands -based
computer centre had been hacked. The CERT community in tum reported the incident to the High Tech Crime Unit
(formenry the Dutch National High Tech Crime Center) of the Dutch National Police.

Based on information combining IP addresses and the name of the suspect with a broadband Internet connection in
use at his home address, the prosecutor formally requested the interception of Internet traffic in order to collect more
evidence. To detemine the size of the botnet and the illegal activities of the suspect, all IRC protocol traffic in the
intercepted data was analysed. It was clear that this botnet was very large and used multiple IRC channels on multiple
IRC servers. In this specific investigation, the team realised that the criminals controlled atleast two large botnets used
for their cyber crimes and that even after apprehending the criminals, the possibility existed that the botnets would still
be operational. Together with the CERT community and several large ISPs, the team undertook action to dismantle the
botnet and prevent it from growing and to disrupt its malicious function. It was agreed that the most suitable timing for
the disruptive action was immediately after the arrests.

Botnets and broadband

The increased threat of botnets cantipy be explained by the increased use of broadband
connections to access the Interriatrtherefforts are needed fromsers as well as providerso protect
their security and privacy in the online environment. By 2004, broadbdacthet connectionsvere
already widespreaid OECD countries For example, in Korea 86% of households and 92% of businesses
had a broadband connectioia a computer or mobile phone in 20041n the followingtwo years, those
numbers have continued to increasethe endof 2005, there were around 265 million active subscribers
to fixed Internet connections in OECD countries. Of these, 60% were using broadband access, and
broadband subscriptions have increased by more than 60% a year over the last five year20Bg mid
there were more than 178 million broadband subscribers in the OECD area. European countries have
continued to advance, with Denmark, the Netherlands and Iceland overtaking Korea and Canadafin terms
broadband penetration rates over the past'year.

The boadband transition ttaster upload bandwidth via fibre could make the botnet problem much
more severeThe potency of one infected computer on a fibre connectrid be equivalent to 31
infected computers on DSL and 44 computers on cable netWorkss will be one of the key areas of
concern for policy makers dealing with telecommunication networks and security in the near future.

70 Govcert.nl (2006) p.8.
n OECD (2005)
2 OECD (2007) p. 130.

S One infected computer on a fibre connection with 100 Mbit/s of upload capacity could theoretically cause

as much damage as 390 infedtcomputers with upload speeds of 256 kbit/s. The average advertised
upload speeds for broadband in the OECD in October 2006 was 1 Mbit/s for DSL, 0.7 Mbit/s for cable and
31 Mbit/s for FTTx.
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Spam andbotnets

There isa correlation between botnets and spam due to changes in spamming techrequbse st
few years. Spantommonly refers tobulk, unsolicited, unwanted and potentially harmful electronic
message$. Attackers have found conveniencecmoperating with spammers by using theimeail lists to
send mass quantities of spamwhich often contain other atware as anianail attachmerif - through
botnets.For example,lte second most common malicious code family reported from Jandamng 2006,
Bomka, was a trojan downloadable from a link provided spame mail that used social engineering
techniques d persuade the user that the link was the site of a vided®clipe problem of spam and
malware is also cyclical and salfistaining. Information systems compromised by malware are used to
distribute spam and a proportion of the spam that is distribsitdesigned to distribute malware to new
victims whose information systems will be used to undertake fuotiiiele malicious activity

It is important to note that not all spam contains malware and it is often difficult to determine how
much spandirectly contains malwareManual analysis conducted Bye Information and Communication
Security Technology Center (ICST) in Chinese Taipei over the course of two years on 417 Suspist e
foundthat of those 417nalysed287 (68%) contained malware attachmts’’ Other datashowsthatin
2006,0nly 1.5%or 1 in every67.9ei mails analysedcontaineda virus or trojan; andaccordingto the same
report,in 2005the annualaveragewas 2.8%,or 1 in every36.1"® It is likely thatthe disparatenatureof
thesefindings can be explainedby a lack of comparabletechniquesto determinewhen spamcontains
malware.

Recently the Messaging and Artibuse Working Group (MAAWG) reported that the percentage of
emai |l i dent i'fhasebeen essilatifiggbbtwesFEmerdB0%° They attribute the fluctuation
to service providers dealing with new schemes in
methods, including filtersNonethelesst iis widely acceptethat the vast majoritpf spamis sent from
botnets.The effectiveness and wide availability of compromised information systems with high speed
broadband connections means that spam levels are at their highest levels ever despite many initiatives to
reduce and prevent spam being distributed.

4 OECD (2006)p. 25.
s SOPHOS (20063). 2.
6 Symanteq2006) p. 68

77 Liu, PeiWen (2007) p. 3,note that this data is based on ssdfected spam that fits a tain category or

type and thetfere is representative of a smaller sample set. Furthermore, this data does not include the
mass mailing worms/viruses.

8 Messagkabs(2006)at 7.
79 MAAWG uses the term fiabusived because definition o
80 Messaging AntAbuse Working GrougMAAWG) (2007 p. 2.
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Box 7. FTC v. Dugger

In one recent case, the US Federal Trade Commission (FTC) sought to stop the underlying use of botnets to send
spam (FTC v. Dugger). The FTC alleged that the defendants relayed sexually-explicit commercial e-mails through
other people's home computers without their knowledge or consent. They further alleged that the defendant's conduct
violated the CAN-SPAM Act.®® Under the final order, the defendants were barred from violating the CAN-SPAM Act
and required to turn over USD8 000 in profits made through use of the botnet. The defendants were also required to
obtain the authorisation of a computer's owner before using it to send commercial ei mail and to inform the owner how
the computer will be used.

Although civil enforcement agaih spam, such as the case described absvénportant, most
instances of malware are inherently criminal, and criminal law enforcement agencies are best suited to
expertly shut down their criminal operations.

The role of blacklists incombating botnets

Blacklisting is a loosely used term typically referring to the practiagsioigso-called DNS Blacklists
(DNSBL) to fiter incominginternettraffic. Mail servers may be configured to refuse mail coming from IP
addresses, IP raeg or whole networks listed on a specific DNSBL. There is a wide variety of blacklists
that may be useid different combinations.

Most of the lists are free and run by volunteers, though their operations may be funded through
external sources. Each DNSBias its own criteria for including an IP address in the list and its own
procedure for getting an address off the list. Spamhausmtermational nonprofit orgarasion funded
through sponsors and donations, maintains severakn@in blacklistsi thowgh they prefer the term
block listsi which they claim are used to protect over 600 million user inboxes. One of their lists contains
t he addr e ssoarces, includingi spanamers, spam gangs, spam operations and spam support
services 0;ocuses ont bbteets wHich subh opdén proxies. It should be noted at this point that
blacklisting, while potentially powerful, has drawn its own criticisimsegarding, among other things,
vigilantism of blacklist operators, listing false positives, the colidtelamage that may come with
blacklisting certain IP addresses or ranges, and the financial motives of some list operators. Furthermore,
blacklists have faced legal challenges from spammers, who on occasion were successful in obtaining court
verdicts agaist being blacklistedAccording to interviewees in a recent empirical stffdgnost ISPs use
blacklists.

Blacklisting and ISP§?

Blacklisting does provide an incentive to invest in security because it directly impacts SP 0 s
business modeFor examplepne mediurrsized ISPreported a security incidemthere 419 spamméfs
set up over D00 ei mail accounts within their domain and thetarted pumping out spam. That got the
| SP6s outbound mai | resuited m eéhighsvolumé efcalk totheir custdmer certei ¢ h

81 More information on the CANSPAM Act is available at:

http://www.ftc.gov/bcp/conline/pubs/buspubs/canspam.shtm
82 OECD (2007b) p. 33.

83 Note: this text has beasxtractedromthe orignal report. See OECD (2007b) p.-33.
84

This is anadvane-fee fraudin which the target is persuaded to advance relatively small sums of money in
the hope of realizihng a much larger gain. Among the variations on this tgoawhre theNigerian Letter
(or 419 fraud. The number "419" refers to the articletb&é Nigerian Criminal Coddealingwith fraud.
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by customers who noticed thesimai | was no | onger being deliverec
incoming abusaotifications, of which there wenaurportedlyfi e v e n  Imenother. ekample, security

officer at a large ISP elgned that being blacklisted led gomuch more proactive approach to remove

bots from their network, including the purchase of equipment that automates the process of identifying
infected machines on the netwdrkn mid-2007, this particular ISRientified around 50 customers per

day and, if the customer did not resolve the problem, the connection was suspended.

There are various levels of blacklisting used to incite a response from an ISP. At the lower end, there
is blacklisting of individual IP addressj.e, an individual customer. This
| SP, 0 said a s ec umunbsrofdsiegpleaddtessesaahésya centdinehreshwidyte
the problemgetanl SP 6 s  aAcdordingtta thenexpert, ISPs mostly igaolisted individual IP
addresses, because of the relatively high costs of dealing with (hgnthrough customer suppprt
Furthermore, particuldP addresses get taken off the blacklist as spammers or attackers move on to other
infected machines.

More powerful incentives are the blacklisting of whole IP ranges and of outbound mail s€hesses.
typically do get the ISRmttention and lead to remedial action on their end, ththeyleffectivenessaries
with the degree of vigilance applied by tt&P. The most extreme form ldacklisting an entire network
(i.e., all IP addresses of an IBPThis is only used against sel@gitimate ISPs who do not act against
spamand against known spahavens.

Blacklisting and Domain Name Registrars

Registrars dering hosting andiemail services are subject to blacklisting along the same lines as the
ISPs.Blacklist operators also watch registrars and their responsiveness to abuse complaints. In extreme
cases, blacklists mawcludethe registrar itself. A casa point is the recemtisputebetween the blacklist
operator Spamhaus and the Austrian registry/registrar Nic.at. Spamhaus had requested Nic.at to remove
sever al domain names it said were associated wi
comply with these requests, citing legal constraiitse registramargued thatt could not legally remove
the sites, unless Spamhaus provided clear proof that the domain names had isegadesing false
information®® The conflict escalated when Spambadded the outboumndail serverof Nic.at to one of its
blacklistsi | i st i ng t hem Jiasso fishpaatm tshuepiprasrmpiloagerraecepted by the
multitude of servers using this popular blacklist. About ten days ISgamhaushanged ta listing of
Nic.at to a symbolic listing no longer actually blocking the IP addresses, but keeping them listed as
ispam s Sguepab of the offending domains had been removed, but Nic.atsdibaie it had
complied with Spa mhtlaatite dostinggpmpuiderstbok actidd. a s s e r t

85 OECD (2007b) p. 34.
8o Sokolov, D. A. (2007)
87 ORF (2007)andSpamhaus (2007)



DSTI/ICCP/REG(2007)5/FINAL

THE MALWARE ECONOMY
The malicious actors
Who are the malicious actors?

Researctshows that the range of malicious actors developing and deployingareaspans from
amateurs seeking fame to serious orggthtyber criminalsit can also be assumed that nation states have
the same apabities Figure5di agr ams t he mal i cious actoseds fr ol
Crimed™® based on a recent report@iminal activity online. It is important to notehoweverthat there is

also a whole category of actors whose motivations are political or ideological rather than solely financial.

While a certain amount of c r i wfeonlinescrima trasaeg s  fil
jurisdictional boundaries and international bor d
prosecution. Because many malware attacks are not able to be traced back to the people that conduct them,
it is difficult to provide authoritative insight into the nature of groups or individuals involved in the
proliferation of the various types of crime. However, some law enforcement and financial institutions are
actively involved in monitoring and investigating the monayidrarising from fraudulent fund transfers as
a result of phishing and ID theft trojan related attacks. These investigations involve identification of money
mules, who are individuals recruited wittingly and often unwittingly by crimjalg&cilitate llegal funds
transfers from bank accounts.

Figure 6 illustrates the evolution of malware in terms of eWalis intent of the actors showiagclear

evolution from fame seeking Atechieso to criminal

What are their capabilitiesnd motivations?

As demonstrated earlier in this report, attacks using malware are becoming increasingly complex. But
while the sophistication of the attacks vectors increase, the knowledge required to carry them out
significantly decreases. Althoughighmight seem counterintuitive, it can largely be attributed to the
increased mar ket for malware. The majority of to
of purchasing malware or outsourcing attacks to more sophisticated attackers.

88 "Organsed crime" isused loosely in this context amdtenrefersto a group of profitmotivated criminals

who trade srvices with one anothé@r anopen marketplace.
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Figure 5. Malicious Actors®

The Innovators
Who? Focused individuals who devote their time to finding security holes in systen
exploring new environments to see if they are suitable for malicious code
Why? Challenge

How? Embrace the challenge of overcoming existing protection measures

The Amateur Fame Seekers
Who? Novices of the game with limitecl mputing and programming skills
Why? Desire for media attention
How? Use readymade tools and tricks

The Copyi Catters
Who? Would be hackers and malware authors
Why? Desire for celebrity status e cybercrime community
How? Interested in recreatina simple attacks

The Insiders
Who? Disgruntled or esemployees, contractors and consultants
Why? Revenge or theft

How? Take advantage of inadequate security aided by privileges given to their position
the workplace

Organised Crime
Who? Highly motivated, highly organed, realworld cybercrooks; Limited in number bu
limitless in power
Why? Profit

How? A tight core of mastermindsoncentrateé on profiteering by whichever means possibl
surrounding themselves with the human and computer resources to make that happen

89 McAfeeInc. (2006) p.9.
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Figure 6. Visibility of malware vs. malicious intent®

The malware business model

One expert receinntd yomeodsdowrmalhoticardatsetting uj
You dondt need specialist knowledge, but aan sim
I n add.i-thesohne, | f o fkfi imade tojabshcan e dowlinjoaded from thiernet. Some
versions are guaranteed by the authors to remain undetected by security defences and some even include a
nfservice |level agr ee me ntspfor & gertam tperiodhof timdy ecreadeunewh o r g
versions for the criminal oncedtoriginal malware is detected. It has been estimated that this service can
cost as little as USB00°? In addition, many malicious services, such as botnets, are avaiable fot hire.

Malware, and by extensiots main propagation vectospany” are inceasingly combined as key
underpinnings of criminal techniques to make profit inthe pi d 1y | ee¥ @ Ir \nien ¢Mai@are n o my 0
has evolved intdma s s ma r kreaking scheonesebgcause it offers such a profitable business model.
Malware techniques arfgecoming increasingly sophisticated, bomeusers continue to lack appropriate
protection. Understanding the malware business model can help industry participants and policy makers
alike to more effectively combat malware threats by undermining therrogcic profitability. The spread
of malware is driven by the very real prospect of economic gain although the informatioedaget
attackerscan be sought for a variety of purposes (for pure identity theft or corporate espionage, or to gain
access to jrileged or proprietary information or to deny access to critical information systems).

As attackers continue to remain successful at launching attacks, the malware economy becomes self
perpetuating. Spammers, phishers, and other cyber criminals amibgavealthier, and therefore have

90 Chart provided by Govcert.nivivw.govcert.n).
o1 McAfee Inc. (2006) ps6.
92 MessagelLab§2006)p. 14.

93 See infra p. 25.

94 As discused previously in this paper, not all spam contains malware however the majority of spam s sent
from information systems that have been compromised by malware.
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